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Figure 43
Rennets hoax Web site

second hoax site was devoted to a cause to “save the rennets,”
described as “small hamster like rodents” who are used in the
production of cheese (see figure 43). Tests showed that these
two hoax sites did not differ in terms of their believability,
although there were some other minor differences between
them (as detailed later.)
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Six percent of children reported having seen the male preg-
nancy site before the study and 5 percent reported they had
seen the rennet site previously. After removing these children
from subsequent analyses, an additional 2 percent for the male
pregnancy site and 7 percent for the rennet site indicated, when
asked, that they had taken time out from responding to the
survey to search the Web for information on the sites. Although
these children’s responses were also removed from further anal-
yses, this is an intrinsically interesting result in itself, since it
demonstrates children’s active use of the Internet to verify
information whose credibility may on its surface be suspect.
Unclear, however, is whether or not this bit of additional infor-
mation seeking produced lower or higher levels of trust in the
Web site. Neither age nor sex of the child was indicative of the
likelihood to seek out additional information on these hoax
sites.

Overall, and somewhat unlike past studies, children were rel-
atively unlikely to believe the information on these hoax sites.
For the male pregnancy site, the average believability score was
1.97 (on a 5-point scale), corresponding to an indication that
children believed the information on the site “a little bit” (see
figure 44). Moreover, 48 percent found the information to be
“not at all believable” and an additional 41 percent reported
that they believed the information either “a little bit” or “some.”
Eleven percent of children, however, reported believing the
information either “a lot” or “a whole lot.” When asked about
particular features of this hoax site that might inform their
assessments, children on average tended to mildly disagree with
statements that the information on the site was reasonable,
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authoritative, well written, and similar to their own beliefs.
Also, they tended on average to disagree that the site looked
good and that there was evidence on the site supporting the
claims made.

Results were similar for the rennet site, where the average
believability score was 1.93, indicating that children believed
the information on the site “a little bit.” Forty-nine percent
found the information to be “not at all believable” and an addi-
tional 39 percent reported that they believed the information “a
little bit” or “some.” Eleven percent of children did report
believing the information either “a lot” or “a whole lot,” how-
ever. By and large, children on average tended to mildly disagree
with statements that the information on the site was reason-
able, authoritative, and based on evidence, even though they
tended to find the information to be somewhat well written and
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the site to look good. On average, they found that the informa-
tion on the site was not similar to their own beliefs. Figure 45
shows the extent to which children found the site to be
believable.

Finally, we were interested to know whether there were cer-
tain background and demographic characteristics, Internet
usage and experience patterns, personality traits, or methods of
evaluating credibility that were related to believing the hoax
sites.

We found no differences in income, race, or school grades
among children on how believable they found the information
on either of the hoax Web sites to be. However, females and
younger children were more likely to believe the hoax sites.
More specifically, 11-year-olds were significantly more likely to
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believe information on the rennet hoax site than were 15- to
18-year-olds.

Credibility-evaluation strategies were also related, such that
those who used more heuristic methods of credibility evalua-
tion (i.e., rely on site design) found the hoax cites to be more
credible than those who used analytic methods of evaluating
online information.

Two surprising results were: (a) greater self-reported skill in
using the Internet and (b) having had information literacy
training by a teacher or parent resulted in higher believability of
the hoax sites. In some ways, this is consistent with the work of
Leu et al. (2008) who found that even high-performing online
readers who had formal information literacy training had trou-
ble discerning whether a hoax site was credible. This suggests
that a new strategy for digital literacy training may be
necessary.

Results from this quasi-experiment are in many ways quite
heartening, although there remain indications for some con-
cern. A majority of children displayed an appropriate level of
skepticism when presented with either of the hoax sites, a trend
that contradicts prior research on this type of site. Additionally,
they seemed able to identify important credibility cues on these
Web sites, such as whether information was reasonable, author-
itative, and well-evidenced. Perhaps most important, and con-
trary to past experiments looking at information verification
behaviors (Flanagin and Metzger 2007), a number of respon-
dents even reported searching the Internet for more informa-
tion on these sites after initial exposure to the site. This
demonstrates a familiarity and comfort with information-search
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strategies and credibility-assessment behaviors that is hoped for
from digital natives. Nonetheless, approximately 10 percent of
children still believed these hoax sites either “a lot” or “a whole
lot,” indicating some lingering and important concerns, espe-
cially for younger Internet users.

Summary

This series of quasi-experiments was designed to place children
to some degree in the kind of information environment they
might reasonably be expected to occupy during their time on
the Internet. Children were tested on their ability to detect both
good and bad information, and for the most part seemed able
to do so, across both informational and commercial contexts.
Their tendency to overlook some of the nuances of information
presented on the Amazon.com pages might be explained as the
byproduct of a general unfamiliarity with that context, as chil-
dren do not typically have the resources necessary to engage in
a large number or variety of e-commerce transactions. And,
they seemed able (at least implicitly) to pick up on the nuances
of balanced versus one-sided information in the encyclopedia
entries, as well as important information-sourcing cues. Finally,
children were (mostly) successful in seeing through the hoax
sites they encountered. Although such sites make up a minority
of the Internet, the skills children reported drawing upon to
handle them are universally applicable.



Conclusions and Implications

This report describes in detail how the activities that young
people between the ages of 11 and 18 engage in online, as well
as a number of their traits and attitudes, affect their assessments
of the credibility of information, and how they go about form-
ing those assessments. Results described herein are generalizable
to households in the United States with Internet access.

Summary

The research outlined in this study describes youth who have
been using the Internet for much of their lives and who use it
for a wide variety of purposes. In many ways, the results are
encouraging. For example, the young people in our survey dem-
onstrated an understanding of the potential negative conse-
quences of believing false information online, a tendency to
question information that comes from deceptive sources like
hoax Web sites, the ability to differentiate between one-sided
and two-sided information presentations, general feelings of
distrust toward strangers on the Internet, and the inclination to
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put more effort into assessing the credibility of highly con-
sequential information (e.g., health information) than less
consequential information (e.g., entertainment information).
Moreover, parents, teachers, and others provide children with
some level of guidance and training with regard to issues of
credibility. Consequently, worries that all adolescents are help-
less and at the mercy of unscrupulous others on the Internet
appear to be generally overstated.

On the other hand, whereas children’s concern about credi-
bility appears to be driven largely by analytic credibility evalua-
tion processes (which involve the effortful and deliberate
consideration of information), those who find Internet informa-
tion most credible use more heuristic (hasty and feeling-based)
processes to evaluate it. This finding, coupled with the fact that
most kids said that people should be concerned about the cred-
ibility of information online, suggests that while kids take the
issue of credibility seriously, actual decisions about credibility
are not always based on a stringent approach to evaluating the
information they find online.

In addition, children report being equally likely to believe
entertainment and health information online, which implies
potentially problematic outcomes since these types of informa-
tion should typically warrant different levels of skepticism. Also,
children consistently overestimate their own skill levels and
capacity to discern good from bad information as compared to
others. Such overconfidence is troubling, inasmuch as it implies
a correspondingly reduced level of vigilance or attention. And,
although most children displayed a healthy level of skep-
ticism toward the hoax sites presented to them in this study,
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approximately 10 percent of the children still believed the
information on these hoax sites “a lot” or “a whole lot.” Find-
ings such as these illustrate that although youth exhibit encour-
aging signs of achieving appropriate skills and attitudes about
online information credibility, there remain important gaps in
their knowledge and abilities.

A number of factors appear to partially explain the coexis-
tence of these encouraging and discouraging findings. For
example, as kids get older, their Internet use increases both in
scope and in time spent online. This increase may be due in part
to decreased regulation by parents, and is accompanied by an
increase in the variety of tools used to assess the credibility of
information online. Older teens also trust the Internet more as
an information source than do younger kids but think that
people should be more concerned about the quality of informa-
tion online than do younger children. This might indicate that
as kids become more experienced with the Internet they have a
greater appreciation for the potential of deceptive information
online as well as greater confidence in their ability to find cred-
ible information sources.

Indeed, various forms of experience play a critical role in
youth’s credibility perceptions and information evaluation
behaviors. Kids who have been using the Internet for a longer
period of time, who spend a lot of time in virtual worlds, or who
have contributed information to an online source (e.g., a blog,
Wikipedia, etc.) think about credibility more and find more of
the information and people they meet online to be credible.
Also, older kids and kids who report having had or heard about
bad experiences online report lower levels of belief in online



108 Conclusions and Implications

information. In addition, our research indicates a positive rela-
tion between experience using the Internet and the use of ana-
lytic strategies for assessing the credibility of online information:
as kids become more experienced using the Internet, they show
more concern for the believability of information online, use
more cognitively demanding tools to assess its credibility, and
show a higher level of trust toward people and information
online. When it comes to actively processing credibility cues to
assess information credibility, practice appears to reap real
rewards.

Implications and Future Directions

Findings from this study reveal a relationship between youth,
the Internet, and credibility that is far more nuanced than pre-
vious research has suggested. Our study indicates that a combi-
nation of experience using the Internet over time and vital
cohort-related changes in youth’s cognitive development inter-
act to promote better awareness of general credibility concerns
and the ability to evaluate information found online. This has
implications for several domains, including education and the
creation of media literacy curricula, children’s use of the Inter-
net, policy formulations, and future research endeavors.

For example, based on our findings, online media literacy
programs should emphasize a structured but graduated
approach to guiding children’s use of the Internet, which
stresses the accumulation of personal experience online, early
parental involvement, and the sharing of positive and neg-
ative online experiences at an early age. Curricula should be
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developed with these factors in mind, and should be assessed in
terms of developmental and experiential differences among
children.

This study also indicates that although overall experience
may be a good predictor of credibility concern, it may also lull
youth and even parents into believing they are better at discern-
ing the credibility of information online than they actually are.
Therefore, educational efforts regarding credibility evaluation
should be ongoing, and should be targeted at youth with vary-
ing experience and skill levels in order to remain relevant.
Indeed, quite different approaches appear warranted for younger
versus older children and for those with lower versus higher
online experience and skill.

It is also important to note that a number of limitations
inherent in the survey methodology color our findings. For
example, as use accumulates over time, children appear to
appraise their ability to discern good versus bad information
inaccurately. However, since survey data cannot accurately
assess people’s actual ability to find credible information suc-
cessfully, techniques other than surveys should be used to vali-
date and reveal any biases that result from this overconfidence.
A possible direction for future research into this area is to inves-
tigate youth'’s evaluation of consequential information, such as
information sought for schoolwork, during an actual informa-
tion-seeking task. This could be done experimentally, via obser-
vation, or by other means.

As another example of the limitation of the survey method,
we relied on screenshots of Web pages in our quasi-experiments
to represent actual Web pages. Although this method has the
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advantage of experimental control, it suffers from its non-natu-
ralistic nature. The screenshots simply cannot fully represent
children’s actual information seeking or browsing experiences,
which would require methods that retain the context of such
experiences. Considering this context could, of course, affect the
results presented here, in ways that are not entirely predictable.

Additionally, while it appears most kids were appropriately
concerned about the believability of the hoax Web sites repre-
sented in this study, there is a need to determine what charac-
teristics and contextual factors led the minority to believe this
information, above and beyond simple ignorance that may
remain irrespective of the presentation of information via the
Internet. To better understand this outcome, future research
may investigate the effect of developmental states from age 11
forward, for example, on evaluating Web site credibility.

Overall, the findings presented here not only represent the
current state of knowledge on this topic, but also serve as an
important springboard for future research. Based on our find-
ings, research should consider the development of children’s
information evaluation styles and strategies over time, differ-
ences in and the effects of parental involvement, the role of
negative experiences online, the evolution and influence of
false confidence in information evaluation abilities, and the
most appropriate educational efforts to enhance and assess
online information literacy.

Conclusion

One goal of this study was to move away from the simplistic
treatments children often receive in examinations of youth and



Conclusions and Implications 111

digital media, which cast children as either substantially more
tech-savvy than adults, and therefore as superior in their use of
digital media, or as universally vulnerable, and therefore in
need of constant protection. Such accounts are prone to unnec-
essarily provoke either alienation or outrage, depending on the
perspective taken. Our data suggest that neither view is particu-
larly warranted, and that children’s relation to digital media
with regard to credibility is significantly more nuanced than
either of these positions suggests.

In the end, and in spite of some evidence to the contrary, the
reality seems to be largely what we would hope for as citizens,
fellow Internet users, and parents: children are for the most part
aware of the issues surrounding information verity on the Inter-
net and appear generally capable of making informed and
appropriate decisions in this regard. Thus, the best strategy to
help children become more skillful Internet information con-
sumers would appear to be from a perspective that empowers
them and capitalizes on their unique upbringing in an all-digital
world. Indeed, in a future in which the information that drives
their lives is assembled, transmitted, shared, and processed digi-
tally, children need to develop the skills necessary to navigate
that information environment effectively. Perhaps the most
encouraging conclusion from our data so far is that, for the
most part, children seem to be making inroads toward that goal.
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Appendix B: Knowledge Networks Methodology and

Panel Recruitment

Knowledge Networks has recruited the first online research
panel that is representative of the entire U.S. population. Panel
members are randomly recruited by probability-based sampling,
and households are provided with access to the Internet and
hardware if needed.

Knowledge Networks selects households using random digit
dialing (RDD) and address-based sampling methods. Once a
person is recruited to the panel, they can be contacted by email
(instead of by phone or mail). This permits surveys to be fielded
very quickly and economically. In addition, this approach
reduces the burden placed on respondents, since email notifica-
tion is less obtrusive than telephone calls, and most respondents
find answering Web questionnaires to be more interesting and
engaging than being questioned by a telephone interviewer.

Beginning recruitment in 1999, Knowledge Networks estab-
lished the first online research panel (now called Knowledge-
Panel®) based on probability sampling that covers both the
online and offline populations in the United States. The panel
members are randomly recruited by telephone and by
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self-administered mail and Web surveys. Households are pro-
vided with access to the Internet and hardware if needed. Unlike
other Internet research that covers only individuals with Inter-
net access who volunteer for research, Knowledge Networks
surveys are based on a dual sampling frame that includes both
listed and unlisted phone numbers, telephone and non-tele-
phone households, and cell-phone-only households. The panel
is not limited to current Web users or computer owners. All
potential panelists are randomly selected to join the Knowl-
edgePanel; unselected volunteers are not able to join.

Random-Digit-Dialing Sample Frame

Knowledge Networks initially selects households using random-
digit-dialing (RDD) sampling and address-based sampling (ABS)
methodology. In this section, we will describe the RDD-based
methodology, while the ABS methodology is described in a sep-
arate section below.

KnowledgePanel recruitment methodology uses the quality
standards established by selected RDD surveys conducted for
the federal government (such as the Centers for Disease Con-
trol-sponsored National Immunization Survey).

Knowledge Networks utilizes list-assisted RDD sampling tech-
niques based on a sample frame of the U. S. residential landline
telephone universe. For efficiency purposes, Knowledge Net-
works excludes only those banks of telephone numbers (a bank
consists of 100 numbers) that have fewer than two directory-
listings. Additionally, an oversample is conducted among a stra-
tum of telephone exchanges that have high concentrations of
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African American and Hispanic households based on census
data. Note that recruitment sampling is done without replace-
ment, thus numbers already fielded do not get fielded again.

A telephone number for which a valid postal address can be
matched occurs in about 70 percent of the sample. These
address-matched cases are all mailed an advance letter inform-
ing them that they have been selected to participate in Knowl-
edgePanel. For efficiency purposes, the unmatched numbers are
under-sampled at a current rate of 0.75 relative to the matched
numbers. Both the over-sampling mentioned above and this
under-sampling of non-address households are adjusted appro-
priately in the panel’s weighting procedures.

Following the mailings, the telephone recruitment begins for
all sampled phone numbers using trained interviewer/recruiters.
Cases sent to telephone interviewers are dialed for up to 90
days, with at least 14 dial attempts on cases where no one
answers the phone, and on numbers known to be associated
with households. Extensive refusal conversion is also performed.
The recruitment interview, about 10 minutes long, begins with
informing the household member that they have been selected
to join KnowledgePanel. If the household does not have a com-
puter and access to the Internet, they are told that in return for
completing a short survey weekly, they will be provided with a
laptop computer (previously a WebTV device was provided) and
free monthly Internet access. All members in a household are
then enumerated, and some initial demographic and back-
ground information on prior computer and Internet use are
collected.
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Households that inform interviewers that they have a home
computer and Internet access are asked to take their surveys
using their own equipment and Internet connection. Per survey
incentive points, redeemable for cash, are given to these “PC”
respondents for completing their surveys. Panel members who
were provided with either a WebTV or a laptop computer (both
with free Internet access) do not participate in this per survey
points incentive program. However all panel members do
receive special incentive points for select surveys to improve
response rates and for all longer surveys as a modest compensa-
tion of burden.

For those panel members receiving a laptop computer (as
with the former WebTV), prior to shipment, each unit is custom
configured with individual email accounts, so that it is ready for
immediate use by the household. Most households are able to
install the hardware without additional assistance, though
Knowledge Networks maintains a telephone technical support
line. The Knowledge Networks Call Center also contacts house-
hold members who do not respond to email and attempts to
restore contact and cooperation. PC panel members provide
their own email addresses, and weekly surveys are sent to that
email account.

All new panel members receive an initial survey to both wel-
come them as new panel members and familiarize them with
how online survey questionnaires work. They also complete a
separate profile survey that collects essential demographic infor-
mation such as gender, age, race, income, and education to
create a personal member profile. This information can be used
to determine eligibility for specific studies, is used for weighting
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purposes, and operationally need not be gathered with each and
every survey. (This information is updated annually with each
panel member.) Once new members are “profiled,” they are des-
ignated as “active” and ready to be sampled for client studies.
(Note: Parental or legal guardian consent is also collected for
conducting surveys with teenage panel members, age 13-17.)

Once a household is contacted by phone—and additional
household members recruited via their email address—panel
members are sent surveys linked through a personalized email
invitation (instead of by phone or mail). This permits surveys to
be fielded quickly and economically, and also facilitates longitu-
dinal research. In addition, this approach reduces the burden
placed on respondents, since email notification is less obtrusive
than telephone calls, and allows research subjects to participate
in research when it is convenient for them.

Address-Based Sampling (ABS) Methodology

When Knowledge Networks started KnowledgePanel® panel
recruitment in 1999, the state of the art in the industry was that
probability-based sampling could be cost effectively carried out
using a national random-digit-dial (RDD) sample frame. RDD at
the time allowed access to 96 percent of the U.S. population.
This is no longer the case. They introduced the ABS sample
frame to rise to the well-chronicled changes in society and tele-
phony in recent years that have reduced the long-term scien-
tific viability of the RDD sampling methodology: declining
respondent cooperation to telephone surveys; do not call lists;
call screening, caller-ID devices, and answering machines,
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dilution of the RDD sample frames as measured by the working
telephone number rate; and finally, the emergence of house-
holds that no longer can be sampled by RDD—the cell-phone-
only households (CPOHH).

According to the Centers for Disease Control, approximately
21 percent of U.S. households cannot be contacted through
RDD sampling: 18 percent as a result of CPOHH status and 3
percent because they have no phone service whatsoever. Among
some segments of society, the sample non-coverage is substan-
tial: almost one-third of young adults age 18-24 reside in
CPOHHs. After conducting an extensive pilot project in 2008,
Knowledge Networks made the decision to add an address-based
sample (ABS) frame in response to the growing number of cell-
phone-only households that are outside of the RDD frame.
Before conducting the ABS pilot, they also experimented with
supplementing their RDD samples with cell-phone samples.
However, this approach was not cost effective and raised a
number of other operational, data quality, and liability issues
(e.g., calling people’s cell phones while they were driving, for
example).

The key advantage of the ABS sample frame is that it allows
sampling of almost all U.S. households—an estimated 99 per-
cent of U.S. households are “covered” in sampling nomencla-
ture. Regardless of households’ telephone status, they can be
reached and contacted. Second, the ABS pilot project revealed
some other advantages beyond the expected improvement in
recruiting adults from CPOHHs as well:

* Improved sample representativeness for minority racial and
ethnic groups.
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= Improved inclusion of lower educated and low income
households.

= Exclusive inclusion of CPOHHs that have neither a landline
telephone nor Internet access (approximately 4 percent to 6
percent of U.S. households).

ABS involves probability-based sampling of addresses from
the U.S. Postal Service’s Delivery Sequence File. Randomly sam-
pled addresses are invited to join KnowledgePanel through a
series of mailings and in some cases telephone follow-up calls to
non-responders when a telephone number can be matched to
the sampled address. Invited households can join the panel by
one of several means:

= Completing and mailing back a paper form in a postage-paid
envelope.

= Calling a toll-free hotline maintained by Knowledge Net-
works.

* Going to a designated Knowledge Networks Web site and
completing the recruitment form.

As mentioned earlier, after initially accepting the invitation
to join the panel, respondents are then profiled online by
answering demographic questions and maintained on the panel
using the same procedures established for the RDD-recruited
research subjects. Respondents not having an Internet connec-
tion are provided a laptop computer and free Internet service.
Respondents sampled from the RDD and ABS frames are pro-
vided the same privacy terms and confidentiality protections
that Knowledge Networks has developed over the years and
have been reviewed by dozens of institutional review boards.



126 Appendix B

Because Knowledge Networks has recruited panelists from
two different sample frames—RDD and ABS—they take several
technical steps to merge samples sourced from these frames.
This approach preserves the representative structure of the over-
all panel for the selection of individual client study samples. An
advantage of mixing ABS frame panel members in any Knowl-
edgePanel sample is a reduction in the variance of the weights.
An ABS-sourced sample tends to align more true to the overall
population demographic distributions, and thus the associated
adjustment weights are somewhat more uniform and less varied.
This variance reduction efficaciously attenuates the sample’s
design effect and confirms a real advantage for study samples
drawn from KnowledgePanel with its dual frame construction.
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1. Benchmark distributions for Internet access among the U.S. popula-
tion of adults are obtained from KnowledgePanel recruitment data since
this measurement is not collected as part of the Current Population
Survey.

2. Since Knowledge Networks does not collect profile data for 11- and
12-year-olds, to set up the benchmarks of those with Internet access,
they first weighted all 13- to 18-year-olds to look like the 11- to 18-year-
old general population using Current Population Survey benchmarks.
Thirteen-year-olds were treated as if they were 11 and 12 years old; thus
13-year-olds were weighted to be 36.17 percent of this population
instead of 15.53 percent within all profiled members ages 13 to 18.
Then, based on the weights for all 13- to 18-year-old KnowledgePanel
members, Knowledge Networks derived the benchmarks based on those
who have Internet access from home and weighted the child respon-
dents to these Internet benchmarks.

3. The scales were constructed by relying on the results of principal
components factor analyses, and were informed by factor loadings and
the face validity of the questions we asked on the survey.

4. Multiple regression analysis was used to produce all results presented
in this section. Detailed statistical information is available from the
authors.

5. It is interesting that younger children said they were more likely to
believe information they find online than did older children in light of
our earlier finding that older children said they believe more of the
information on the Internet than do younger children (see the section,
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“Perceived Trust and Credibility of Web-based Information”). This
could be due to younger children’s realization that they are particularly
susceptible to believing misinformation online, and older children’s
greater accumulation of positive experiences online, in terms of finding
information that is useful and credible—a few of the factors that played
into kids’ tendency to trust (or not trust) people they encountered
online.

6. The Web sites were modified slightly from their original online ver-
sions for size.
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